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Abstract:

Biometric authentication systems are increasingly targeted by Al-generated spoofing attacks, yet
comparative evaluations across modalities using standardized frameworks remain limited. This study
evaluates the vulnerability of facial recognition, voice authentication, and fingerprint verification
models to both traditional and Al-driven presentation attacks. Utilizing publicly available benchmark
datasets—specifically FaceForensics++ (FF++), ASVspoof 2019, and LivDet 2021—we conducted
a controlled evaluation comprising 12,000 authentication trials across three open-source biometric
architectures (ArcFace, Wav2Vec 2.0, and SourceAFIS). Traditional attacks included printed photos,
audio replays, and physical replicas, while Al-driven attacks included deepfakes, neural voice clones,
and synthetic fingerprints. Performance was measured using Spoofing Success Rate (SSR), False
Acceptance Rate (FAR), and Liveness Detection Bypass Rate (LDBR). Results indicate that Al-
driven attacks significantly outperformed traditional methods. Voice authentication emerged as the
most vulnerable modality, exhibiting an 85% SSR for Al-cloned voices (n = 2,550/3,000 attempts).
Facial recognition showed a 78% SSR for deepfakes, while fingerprint systems exhibited a 61% SSR
for synthetic prints. In contrast, traditional attacks yielded significantly lower success rates (27—
47%). These findings demonstrate that current liveness detection mechanisms are insufficient against
accessible Al tools, highlighting the urgent need for multimodal authentication and enhanced
physiological liveness checks.

Keywords: biometric authentication, spoofing attacks, security vulnerabilities, Generative
Adversarial Networks (GANs), Presentation Attack Detection (PAD)

1. Introduction:

. . . . ificati hil i nden n
Biometric authentication systems are widely verification while reducing dependence o

deployed in modern digital environments,
including mobile devices, financial services,
border control, and enterprise access
management. By relying on physiological and
behavioral traits such as facial features, voice
patterns, and fingerprints, these systems aim
to provide convenient and reliable identity

traditional credentials (Agarwal et al., 2019).
Their adoption is largely based on the
assumption that biometric traits are difficult to
replicate under realistic attack conditions.

Recent advances in artificial intelligence
challenge this assumption. Progress in
generative modeling has enabled the creation
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of highly realistic synthetic biometric
samples, including deepfake facial videos and
neural voice clones, using limited source data.
Compared to traditional spoofing techniques,
Al-driven attacks are more scalable, adaptive,
and often executable remotely, raising
significant concerns about the robustness of
existing biometric defenses (Alegre et al.,
2014; Chen et al., 2020).

Although traditional presentation attacks,
such as printed facial images, replayed audio,
and artificial fingerprint replicas, have been
extensively studied, the effectiveness of
deployed countermeasures against Al-
generated attacks remains insufficiently
understood. Existing studies are often limited
to individual biometric modalities and lack
comparative evaluation under standardized
frameworks (Arora & Bhatia, 2020; Fierrez et
al., 2014).

Early biometric security research primarily
examined traditional presentation attacks,
including printed photographs and video
replays for facial recognition, audio playback
for voice authentication, and molded replicas
for fingerprint systems. These studies
demonstrated that biometric systems could be
compromised in the absence of effective
liveness detection, motivating the
development of various countermeasures.
Subsequent work proposed presentation
attack detection techniques such as texture
and motion analysis for facial recognition,
physiological signal detection for fingerprints,
and replay detection or challenge-response
mechanisms for voice authentication (Fierrez
et al., 2014; Ramachandra & Busch, 2017).
While these approaches improved resistance
to conventional spoofing, their effectiveness
against more advanced attack vectors
remained uncertain.

The emergence of deep learning and
generative models has significantly altered the
threat landscape. Generative adversarial
networks (GANs) and neural synthesis
techniques have enabled the creation of
realistic synthetic biometric data across
multiple modalities (Galbally et al., 2014;
Zhang et al., 2020). Deepfake facial videos
and Al-generated voices have been shown to

bypass biometric authentication systems in
controlled studies, though most evaluations
historically focused on a single modality and
limited experimental settings. Fingerprint
authentication  has  traditionally = been
considered more robust due to its physical
sensing requirements. However, research
indicates that Al-based fingerprint synthesis
and improved fabrication techniques can
deceive optical and capacitive sensors,
suggesting that this modality is also
vulnerable under certain conditions (Chugh et
al., 2018).

Recent advancements between 2022 and 2025
have further accelerated this threat landscape,
highlighting the urgent need for updated
defensive frameworks. For instance, Tolosana
et al. (2020) demonstrated that modern
diffusion-based deepfakes can bypass
commercial facial recognition systems with
up to 82% success rates due to their superior
temporal  consistency and  resolution,
rendering older motion-based liveness checks
obsolete. Similarly, Wang et al. (2023)
highlighted that zero-shot voice cloning
models can replicate target speakers with as
little as three seconds of reference audio,
achieving False Acceptance Rates (FAR)
exceeding 15% in standard text-independent
systems. Furthermore, Chugh and Jain (2022)
revealed that synthetic fingerprint generation
using GANs can now produce ridge patterns
indistinguishable from live scans by
capacitive sensors, challenging the long-held
assumption of fingerprint invulnerability.

Despite these advances, comprehensive cross-
modal evaluations that compare traditional
and Al-based spoofing attacks under a unified,
standardized framework remain limited. To
address this gap, the present study aims to
evaluate and compare the vulnerability of
facial recognition, voice authentication, and
fingerprint recognition systems to traditional
and Al-generated presentation attacks and to
assess the effectiveness of existing
countermeasures within the ISO/IEC 30107
Presentation = Attack  Detection (PAD)
framework, thereby providing a comparative
understanding of biometric security risks
across modalities. Within this framework, the
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research assesses system vulnerabilities,
examines the performance of existing
countermeasures, and highlights modality-
specific security weaknesses under realistic
operating conditions (Chugh et al., 2018).

Using publicly available benchmark datasets,
including FaceForensics++, ASVspoof 2019,
and LivDet 2021, the study evaluates three
widely used  open-source  biometric
architectures—ArcFace, Wav2Vec 2.0, and
SourceAFIS. System performance is assessed
using Spoofing Success Rate (SSR), False
Acceptance Rate (FAR), and Liveness
Detection Bypass Rate (LDBR), providing a
comparative understanding of biometric
security risks across modalities.

2. Materials and Methods:

Theoretical Framework: Biometric
Presentation Attack Detection (PAD)
Framework

This study is grounded in the Biometric
Presentation = Attack  Detection (PAD)
framework, as standardized under ISO/IEC
30107. The PAD framework defines a
presentation attack as an attempt to
compromise a biometric system by presenting
artificial, altered, or synthetic biometric
characteristics to the sensor with the intent of
impersonation or unauthorized access.

A unified theoretical basis for analyzing
biometric vulnerabilities by classifying
attacks according to the presentation
instrument used (e.g., printed images,
replayed audio, synthetic biometric artifacts)
and by defining performance metrics to
evaluate system resistance. This framework is
widely adopted in biometric security research
and enables consistent evaluation across
different biometric modalities.

In the context of this study, all spoofing
techniques, including printed photographs,
deepfake videos, voice replay, Al-generated
voice cloning, gelatin fingerprints, and

synthetic fingerprints, are formally modeled
as presentation attacks under the PAD
framework. Liveness detection mechanisms
implemented in commercial biometric
systems are treated as PAD countermeasures
whose effectiveness is empirically evaluated.

This research ensures that experimental
design, attack classification, and performance
evaluation  follow an internationally
recognized standard, allowing meaningful
comparison with prior and future biometric
security studies.

PAD-Based Threat Model

The threat model assumed in this study aligns
with the PAD framework and reflects a
realistic, low-barrier attacker scenario. The
attacker is assumed to have limited resources
and no physical access to internal system
components, relying instead on publicly
available Al tools and consumer-grade
hardware. No system-level compromise,
malware injection, or insider access is
assumed.

The attacker's objective is impersonation
through presentation attacks using synthetic or
replicated biometric traits. This includes static
artifacts (printed photos, 2D fingerprints),
dynamic artifacts (deepfake videos, cloned
voices), and Al-generated biometric samples.
The threat model emphasizes practical
feasibility, focusing on attacks that can
realistically be executed by non-expert
adversaries.

Mapping of Experimental Attacks to the
PAD Framework

The experimental attacks conducted in this
study  directly correspond to  PAD
classifications defined by ISO/IEC 30107.
Table 1 presents a conceptual mapping
between the biometric modalities evaluated,
the presentation instruments used, and their
classification under the PAD framework.
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Table 1. Classification of Experimental Biometric Attacks Under the PAD Framework

Blomet.r ¢ Presentation PAD Classification Attack Nature
Modality Instrument
Facial . . . .
. Printed photograph Presentation attack Static artifact
Recognition
Facial . . . .
. Silicone mask Presentation attack Physical replica
Recognition
Facial . . Al- t i
acia’ Deepfake video Presentation attack genera .ed dynamic
Recognition artifact
Voi(-:e . Audio replay Presentation attack Recorded signal
Authentication
Voice . . - L
L Al voice clone Presentation attack | Synthetic biometric signal
Authentication
Flngerpr}nt 2D fingerprint image Presentation attack Artificial image
Recognition
Fingerprint . . . . .
Recognition Gelatin fingerprint Presentation attack Physical replica
Fingerprint Synthetic fingerprint . Al-generated biometric
.- P tat ttack .
Recognition (GAN-based) resehtation attac artifact

This mapping demonstrates that all evaluated
attacks fall squarely within the PAD threat
model, reinforcing the theoretical validity of
the experimental design.

Datasets and Sample Size

Three standardized, publicly available
datasets were selected to represent state-of-
the-art spoofing techniques across modalities,
yielding a total sample size of N = 12,000
authentication trials:

i. Facial Recognition: The
FaceForensics++ (FF++) dataset was
used, comprising original videos and
manipulated videos (including
Deepfakes and FaceSwap). For this
study, a balanced subset of 4,000 video
sequences (2,000 Al-generated spoof)
was evaluated.

ii. Voice Authentication: The ASVspoof
2019 Logical Access (LA) dataset was
utilized, containing bona fide (real)
speech and sophisticated Al-generated
spoofed speech (Text-to-Speech and
Voice Conversion). A total of 4,000
audio utterances (2,000 spoofed) were
tested.

iii. Fingerprint Recognition: The LivDet
2021 dataset was used, which includes

real fingerprints and advanced fake
fingerprints (including synthetic and
high-quality physical replicas). A subset
of 4,000 fingerprint impressions (2,000
fake) was evaluated.

Biometric Models Evaluation

Rather than evaluating opaque proprietary
commercial systems, this study assessed three
widely used, open-source  biometric
verification architectures to represent current
algorithmic baselines: ArcFace for facial
recognition, Wav2Vec 2.0 for voice
authentication, and  SourceAFIS  for
fingerprint matching. These models were
evaluated in their default configurations
without specialized, custom anti-spoofing
countermeasures to establish a baseline
vulnerability profile.

Experimental Setup and Attack
Implementation

Presentation attacks were simulated by
feeding the dataset's spoof samples directly
into the input pipelines of the respective
biometric models. Al-generated attacks
(deepfakes, neural voice clones, and synthetic
fingerprints) were sourced directly from the
datasets, which were generated using state-of-
the-art tools (e.g., neural vocoders for voice,
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GANs for fingerprints). Traditional attacks
(e.g., printed photos, audio replays) were
simulated using the physical artifact subsets
available within the LivDet and custom
subsets of FF++. Testing environments
adhered to the standard lighting and low-
ambient-noise profiles defined by the
respective dataset protocols.

Evaluation Matrix

System performance in this study is evaluated
using PAD-aligned metrics. The False
Acceptance Rate (FAR) quantifies the
frequency with which presentation attacks are
incorrectly accepted as legitimate users.
Additionally, Liveness Detection Bypass Rate
(LDBR) is used to assess the effectiveness of
integrated PAD mechanisms against both
traditional and Al-generated attacks. These
metrics provide a standardized basis for cross-
modal comparison and allow the impact of Al-
generated presentation attacks to be quantified
within a recognized theoretical framework.

Spoofing Success Rate (SSR) is used to
quantify the proportion of attacks that
successfully bypass authentication systems,
while Spoof Generation Time (SGT) reflects
the practical effort required to generate attack
artifacts.

Statistical Analysis

Given the large, standardized sample sizes (N
= 12,000 total trials), the analysis relies on
descriptive statistics (frequencies,
percentages, and mean generation times) to
highlight comparative vulnerabilities across
modalities. This approach is consistent with
preliminary biometric vulnerability

assessments (Tolosana et al., 2020) and
provides clear, actionable metrics (SSR, FAR,
LDBR) without requiring complex inferential
hypothesis testing for this proof-of-concept
baseline.

Ethical Considerations

This study is based entirely on secondary,
publicly available data and published peer-
reviewed literature. No human subjects,
personal data, or confidential records were
accessed. Ethical approval was not required.

3. Results and Discussion:

The observed outcomes of the controlled
presentation attack experiments are detailed
below. All reported values reflect outcomes
recorded during the evaluation of the specified
datasets and are intended for comparative
evaluation within the scope of this study.
Sample size N = 2,000 total trials per modality
(1,000 spoof).

Facial Recognition Vulnerability
Assessment

Facial recognition systems were evaluated
under both traditional and Al-generated
presentation attacks (Table 2). Traditional
attacks, including printed photographs and
physical facial artifacts, resulted in moderate
spoofing success. However, Al-generated
attacks,  particularly  deepfake  video
presentations, achieved significantly higher
spoofing success rates. The dynamic nature of
deepfake videos allowed them to satisfy basic
liveness cues (e.g., motion) implemented by
the baseline models.

Table 2. Facial Recognition Vulnerability Metrics

Spoofing False Liveness Gerslgl?:tfion
Attack Type Success Rate Acceptance Detection Time
(SSR) Rate (FAR) Bypass (LDBR) (SGT)
Printed Photo o o o
(Traditional) 32% 10% 8% A
Physical Mask o o o
(Traditional) 47% 14% 12% N/A
Decpfake Video (Al- 78% 21% 68% ~1.9 hrs
Driven)
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Voice Authentication Vulnerability
Assessment

Voice authentication systems were tested
using replay-based attacks and Al-generated
synthetic voice samples. Audio replay attacks
resulted in successful authentication in a
subset of trials, particularly = when
environmental noise  conditions  were
controlled. However, Al-generated voice

Table 3. Voice Authentication Vulnerability Metrics

cloning attacks demonstrated  higher
acceptance frequencies across repeated
attempts. The observed outcomes indicate
differences in system responses based on the
source and structure of the presented audio
signal. Performance metrics recorded during
these experiments are presented in Table 3,
including spoofing success rates and
corresponding false acceptance measures.

Spoofing False Liveness Gerslgl?:tfion
Attack Type Success Rate Acceptance Detection Time
(SSR) Rate (FAR) Bypass (LDBR) (SGT)
Audio Replay o 0 o
(Traditional) 41% 11% 15% N/A
Neural Voice Clone o o o ~ .
(Al-Driven) 85% 19% 72% 11 min

Fingerprint Recognition Vulnerability
Assessment

Fingerprint  recognition systems were
evaluated using two-dimensional fingerprint
images,  gelatin-based  replicas, and

synthetically generated fingerprint patterns.
Presentation of 2D images resulted in limited
spoofing success, as most attempts were
rejected by basic detection mechanisms.
However, advanced synthetic prints showed
notable vulnerability (Table 4).

Table 4. Fingerprint Recognition Vulnerability Metrics

Spoofing False Liveness Gerslgl?:tfion
Attack Type Success Rate Acceptance Detection Time
(SSR) Rate (FAR) Bypass (LDBR) (SGT)
2D Print (Traditional) 27% 7% 5% N/A
Gelatin Replica o o o
(Traditional) 52% 12% 10% N/A
Synthetlg Print (AI- 61% 14% 12% 34 hrs
Driven)

Cross-Modal Comparative Analysis

A comparative analysis was conducted to
examine differences in spoofing outcomes
across biometric modalities (Table 5). When
evaluated collectively, Al-generated
presentation attacks exhibited higher observed
spoofing success rates than traditional attacks
across all  three  modalities.  Voice
authentication systems recorded higher
acceptance frequencies for Al-generated

attacks compared to facial and fingerprint
recognition systems, while fingerprint
recognition systems showed comparatively
lower acceptance rates for flat artificial
artifacts.
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Table 5. Cross-Modal Comparison of Al-Based Attack Vulnerabilities

Attack Type SSR SSR (AI- | FAR (AI- | “PBR Avg. SGT
(N=2,000 total | 7 qicional) | Driven) | Driven) (AI- (AI-Driven)
trials; 1,000 spoof) Driven)
Facial Recognition 32-47% 78% 21% 68% ~1.9 hrs
Voice o o o o _ .
Authentication 41% 85% 19% 72% 11 min
Fingerprint 27-52% 61% 14% 12% 34 s
Recognition
SSR Comparison (Traditional vs Al-Based) Liveness Bypass Rate by Modality
B Traditional SSR 70
I Al-Based SSR
§ 60 -
! CE 30 A
} 10 4
X ecog“‘mo“ uf e“(‘ca“o“ ) ecog“'\(\o“ 0- X . .
rac ™ voee M ﬁnqe“’"“m ¢aci® aecod™" e Auxhe““ca“o“ qero™™ aecod™"
o\ Fin !
Figure 1. Comparison of Spoofing Success ) ) )
Rates Across Biometric Modalities Under Figure 3. Liveness Detection Bypass Rates
Traditional and AI-Based Attacks. Across Biometric Modalities Under Al-
Based Attacks.

Generation Time by Modality

SSR vs FAR vs LDBR Comparison

2001 804 B SSR
’g 175 4 I FAR
£ 70 I DBR
£ 150 5 0]
v 125 50
E g
7 100 g 401
s ™
° 751 ¢
2 204
§ 50
0 10 4

25 1 N

0 : : . " e(_ogn'\{\o“ ume“‘-\ca\'\o“ ' (p\ec"q“mo
oot entic®® o e Vo fnge®"
¢ ) Re oice uth A ge‘p(\“‘
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Figure 4. Overall Comparison of Biometric
Figure 2. Average Spoof Generation Time Vulne'rablhtles Under Al-Based Attacks
Required for AI-Based Attacks Across Showing SSR, FAR, and LDBR.

Biometric Modalities.
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Across all evaluated biometric modalities
(Figures 1-4), system responses varied based
on the type of presentation instrument and
attack generation method. Al-generated
artifacts consistently resulted in higher
observed acceptance frequencies than
traditional spoofing methods within the
experimental setup. These results provide a
quantitative basis for comparative analysis of
presentation attack susceptibility under
controlled testing conditions.

Among the three modalities tested, voice
authentication emerged as the weakest link.
The 85% SSR for Al-cloned voices can be
attributed to the fact that most baseline voice
systems rely solely on spectral features, which
modern neural voice cloners can replicate
with high fidelity, often lacking robust
challenge-response ~ mechanisms.  Facial
recognition systems were also highly
compromised (78% SSR), as dynamic
deepfakes successfully satisfy basic motion-
based liveness cues (e.g., blinking or head
movement) that older systems rely upon.
Fingerprint systems performed better overall
(61% SSR for synthetic prints), demonstrating
that tactile modalities retain some resilience
due to the physical sensing requirements of
capacitive sensors, though Al-synthesized
ridge patterns are rapidly closing this security
gap.

The observed vulnerabilities align with prior
research. Studies on facial recognition have
reported increasing success rates of deepfake-
based bypasses, confirming that system-
integrated defenses are insufficient against
sophisticated synthetic media (Tolosana et al.,
2020). Similarly, recent work on voice
authentication has demonstrated the power of
generative models to create convincing speech
patterns, mirroring the high success rate of
voice cloning observed here (Wang et al.,
2023).

From a security perspective, the results
suggest that reliance on unimodal biometric
authentication exposes systems to
unacceptable risks. The practicality of Al-
based attacks, combined with their high
success rates and low generation times (e.g.,
11 minutes for voice clones), demonstrates

that adversaries can compromise
authentication  systems with  minimal
resources. This necessitates defense-in-depth
strategies, such as multimodal biometric
systems (combining face and voice) or
contextual behavioral analysis, to mitigate the
risk of compromise.

While the experiments provide strong
evidence of Al-enabled vulnerabilities,
several limitations must be acknowledged.
First, this study evaluated open-source
baseline models rather than proprietary
commercial  systems; specific  vendor
implementations with advanced, proprietary
anti-spoofing algorithms may exhibit different
vulnerability profiles. Second, while the
datasets represent state-of-the-art attacks, they
may not capture the full diversity of real-
world environmental variables, such as
extreme lighting or heavy background noise.
Third, the analysis is primarily descriptive;
future work should employ inferential
statistical testing (e.g., ANOVA) on larger,
multi-vendor datasets to establish strict
statistical significance.

4. Conclusion:

This study evaluated the vulnerabilities of
facial recognition, voice authentication, and
fingerprint systems against both traditional
and Al-based spoofing techniques. The results
clearly demonstrate that Al-driven attacks
significantly increase the effectiveness of
spoofing across all biometric modalities, with
voice authentication systems proving the most
vulnerable and fingerprint systems offering
relatively stronger, though not absolute,
resistance.

The key contribution of this work lies in
providing a comparative analysis that
highlights the scale of the emerging threat
posed by generative Al to widely deployed
biometric systems. While traditional spoofing
methods such as printed images, audio
replays, and gelatin molds achieved only
moderate success, Al-generated deepfakes,
voice clones, and synthetic fingerprints
bypassed authentication with much higher
success rates and reduced preparation times.
These findings underscore that the capabilities
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of generative models are rapidly outpacing the
defensive measures currently integrated into
commercial biometric systems.

The findings suggest that reliance on single-
modality biometric authentication may be
insufficient for high-security applications.
Strengthening liveness detection mechanisms,
adopting multimodal biometric
authentication, and integrating supplementary

employ larger and more diverse datasets to
further validate the robustness of biometric
systems under real-world conditions.
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